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Abstract

Feature selection is essential for high-dimensional multi-source feature analysis, particularly
in Internet of Things (IoT) environments characterized by data heterogeneity, redundancy,
and noise. To address the need to balance classification performance, dimensionality re-
duction, and selection stability, this study proposes a residual-based conditional mutual
information and feedback fusion (RCMF) feature-selection method. Inspired by the idea
of conditional mutual information, the proposed method first introduces a residual-based
indicator to characterize the incremental discriminative information retained by a candidate
feature under given conditional constraints. On this basis, model-driven predictive contri-
bution and stability score are further incorporated, and the weights of different evaluation
components are iteratively updated during the feature-selection process to achieve adaptive
fusion. In this way, the method jointly considers conditional discriminative information,
task relevance, and selection consistency within a unified feature-evaluation procedure.
Experiments on multiple publicly available benchmark and IoT-related datasets validate
the rationality and effectiveness of the proposed method.

Keywords: feature selection; multi-source features; conditional information; residual
modeling; dimensionality reduction

1. Introduction

With the continued development of the Internet of Things (IoT), intelligent communi-
cation, and sensing technologies, device operations and network interactions generate large
volumes of data from diverse sources and with heterogeneous structures [1]. These features
provide a rich informational basis for device identification, behavior modeling, and security
authentication. However, in IoT scenarios, multi-source features are typically characterized
by strong heterogeneity, high dimensionality, and complex noise distributions, while re-
dundancies and mutual interference may exist among features from different sources [2].
Against this backdrop, effectively selecting key features with strong discriminative power
and good stability from complex feature sets has become a critical factor for enhancing
model performance.

Feature selection, as a fundamental technique in high-dimensional data analysis,
is widely employed for information compression and feature optimization. Classical ap-
proaches can be categorized into filter, wrapper, and embedded methods [3]. Filter methods
rank features based on statistical measures, offering high computational efficiency but often
failing to capture nonlinear relationships or interactions among features [4], which may re-
sult in retaining redundant information. To improve feature-selection quality, Jiang et al. [5]
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proposed an unsupervised method based on incremental forward iterative Laplacian scores,
which enhances discriminative capability by incorporating feature importance; however, its
reliance on K-nearest neighbor structures may introduce redundant features. Salmi et al. [6]
constructed a feature scoring mechanism based on similarity constraints, recalculating the
similarity matrix in a subspace to better capture feature correlations, yet the additional
matrix computation increases complexity. Fejzic et al. [7] combined correlation analysis
with statistical significance testing to optimize the selection process, which improved classi-
fication performance but exhibited strong dependence on data distribution assumptions
and incurred additional overhead due to the multi-stage testing procedure.

Wrapper methods evaluate subsets of features through model performance, enabling
the capture of complex combinatorial relationships, but they require repeated model train-
ing and are computationally expensive, while the search process often lacks interpretabil-
ity [8]. Yilmaz et al. [9] applied an improved ant colony optimization algorithm for feature
selection, assessing feature importance through path frequency ranking; although effective
for high-dimensional data, the approach is sensitive to parameter settings. Hu et al. [10]
proposed a particle swarm optimization-based federated feature-selection framework,
achieving multi-party collaborative optimization under privacy-preserving conditions,
but performance is influenced by communication overhead and data distribution hetero-
geneity. Pan et al. [11] enhanced the grey wolf optimization algorithm by introducing
competition-guided strategies and differential evolution mechanisms to improve global
search capability, though a trade-off between computational complexity and convergence
speed remains. Li et al. [12] combined artificial fish swarm algorithms with population
mutation mechanisms, achieving high accuracy across multiple datasets, albeit at the cost
of a relatively time-consuming overall optimization process.

Embedded methods integrate feature selection into the model training stage, offering
advantages in efficiency and correlation modeling. However, these methods are typically
dependent on specific model structures and cannot operate independently of the underly-
ing model. Furthermore, most importance-based interpretability techniques only provide
feature ranking results, lacking systematic search mechanisms for feature subset combina-
tions. Hao et al. [13] proposed a multi-view multi-label embedded feature-selection model
that optimizes the weights among different feature perspectives within a unified frame-
work, but its stability may be affected in heterogeneous structures or in the presence of
label noise. Zhao et al. [14] improved search capability through modified seeding strategies
and chaotic population mechanisms, yet algorithmic complexity correspondingly increased.
Wang et al. [15] quantified feature contributions using a game-theoretic model, offering
interpretability advantages, but with high computational costs and primarily focusing on
ranking rather than combinatorial optimization.

In summary, existing feature-selection methods still face challenges in multi-source
feature scenarios. On one hand, techniques emphasizing interpretability often lack global
combinatorial search capability; on the other hand, algorithms with strong search power
are usually computationally intensive and exhibit limited transparency in decision-making.
In addition, most approaches rely on single statistical metrics or importance evaluations
from a single model [16]. In multi-source feature environments, the relationships between
features and labels often depend on interactions among information from different sources,
making single-source modeling insufficient to capture complex dependency structures [17].
Moreover, such approaches are susceptible to noise and distributional differences, resulting
in unstable feature-selection outcomes.

Therefore, it is necessary to develop a feature-selection method that can effectively
model dependencies among multi-source features, balance discriminative power and
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stability, and support combinatorial optimization, thereby improving the reliability and
generalizability of feature selection in complex environments.

To address the aforementioned challenges, this paper proposes a feature-selection
algorithm for high-dimensional multi-source IoT data based on residual-approximate con-
ditional mutual information and a feedback fusion mechanism. The proposed method
integrates conditional dependency modeling, model-driven importance analysis, and
a bootstrap-based stability evaluation strategy during feature assessment, while employing
iterative feedback to dynamically update feature weights. By modeling the incremental
information contributed by each feature under the condition of other features, the algorithm
is capable of identifying key features with discriminative value in cross-feature contexts.
Meanwhile, it improves selection consistency under data perturbations and noisy envi-
ronments, thereby enhancing the robustness and reliability of feature selection in complex
multi-source scenarios.

The main contributions of this paper are summarized as follows:

1.  To address the difficulty of modeling complex dependencies among features in
high-dimensional multi-source environments, a feature-evaluation method based
on residual-approximate conditional information is proposed. By employing residual
modeling, conditional dependencies are transformed into a residual-based corre-
lation analysis, enabling the characterization of the incremental discriminative in-
formation of features under the constraints of conditional features. This approach
improves both the effectiveness and stability of feature evaluation while maintaining
computational efficiency.

2. A multi-metric feature-evaluation framework is developed by integrating model-
driven predictive contribution and bootstrap-based stability assessment. An iter-
ative feedback strategy based on the current feature subset is further introduced
to dynamically update feature weights. This mechanism evaluates features from
three perspectives—discriminative capability, task relevance, and stability—allowing
the feature-selection process to be progressively optimized while enhancing the con-
sistency of the results.

3. Extensive experiments, including comparative studies and ablation analyses, are
conducted on multiple public datasets to evaluate the proposed method in terms
of average classification performance, feature compression effectiveness, and stabil-
ity. The results demonstrate that the proposed method achieves superior or com-
petitive performance on most datasets, while effectively reducing the number of
selected features without compromising classification accuracy. Ablation and re-
placement experiments further verify the contribution and synergistic effects of the
individual components.

2. Materials and Methods

2.1. Theoretical Foundations
2.1.1. Conditional Mutual Information

Conditional mutual information (CMI) measures the dependency between a feature
and the target label given other variables. It quantifies the additional information con-
tributed by a feature when certain conditional information is already known, thereby
evaluating its conditional discriminative capability [18].

From an information-theoretic perspective, CMI captures general statistical depen-
dencies beyond simple linear correlations. For this reason, it is widely adopted in feature
selection to assess the incremental contribution of a feature under specified conditions.
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The formulation of conditional mutual information is given as follows:

CMI(X;Y|Z) ZZZP Xi Y, 2 log% W

In the above formulation, p(x;,y, z) denotes the joint probability distribution of feature
X;, label Y, and the conditional feature set Z. The term p(x;|z) represents the conditional
probability that feature X; takes a specific value given Z; p(y|z) denotes the conditional
probability of label Y under the same condition. The term p(x;,y|z) corresponds to the
joint conditional probability that X; and Y simultaneously take specific values given Z.

The formulation indicates that a larger value of conditional mutual information
implies that the feature provides greater independent information when conditioned
on other features, thereby demonstrating stronger discriminative capability for the
classification task.

2.1.2. Predictive Contribution

Predictive contribution is used to quantify the extent to which a feature contributes to
the model output in a practical classification task. In wireless device recognition, different
features may have varying levels of importance with respect to the classification results.
By training a nonlinear classifier, the role of each feature within the model can be directly
evaluated, thereby providing a more accurate reflection of its discriminative capability.

In this study, the XGBoost classifier [19] is employed to train the current feature set,
and the cumulative gain of each feature at tree-splitting nodes is calculated. The predictive
contribution is defined as follows:

C(X;) = Z Z Gain(X;,n) )

teT neN;

In the above formulation, T denotes the set of trained decision trees, N; represents the
set of all nodes in the t-th tree, and Gain(X;, n) indicates the gain contributed by feature X;
when used for splitting at node .

The formulation indicates that a higher predictive contribution value implies that
the feature provides more information to the classifier and contributes more significantly
to the prediction results. Unlike purely statistical methods, predictive contribution can
capture nonlinear relationships between features and labels, making feature evaluation
more aligned with practical task requirements.

2.1.3. Feature-Selection Stability

Feature-selection stability measures the consistency with which a feature is selected
under data perturbations or sample variations. A feature with high stability indicates that
it maintains discriminative capability across different data subsets, thereby ensuring the
reliability and generalization ability of the final feature subset [20]. For wireless device
recognition tasks, the stability metric helps mitigate instability in feature selection caused
by small-sample noise or randomness, thus improving the applicability of the model in
real-world environments.

In this study, multiple data subsets are generated using bootstrap sampling. Feature
scoring is performed on each subset, and the top K features are selected accordingly. The
stability is defined as follows:

B
Z 1{X; € Sp} (3)

O:MH
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In the above expression, B denotes the number of sampling iterations, S; represents the
selected feature set obtained from the b-th subset, and 1{X; € S;,} is the indicator function,
which equals 1 if the feature is selected and 0 otherwise.

The formulation indicates that a higher stability value implies a greater frequency of
repeated selection across different subsets, thereby reflecting more reliable discriminative
capability. By incorporating the stability score, the algorithm considers both discriminative
power and robustness in the overall evaluation, leading to a more stable feature subset.

2.2. RCMF Algorithm

To effectively quantify the independent contribution of candidate features to classifica-
tion tasks under high-dimensional settings, given the presence of other features, this paper
proposes a Residual-based Conditional Discriminative Measure (RCDM). This measure is
designed to capture the discriminative information retained by a candidate feature under
the constraints of the current conditional feature set.

The proposed method is inspired by the concept of conditional mutual information,
which focuses on the relationship between a candidate feature and the target variable
conditioned on other features. Specifically, a regression model is employed to reduce the
explainable component of the candidate feature with respect to the conditional features,
decomposing it into an explainable component and a residual component. In this way,
the complex conditional dependency is transformed into a correlation analysis problem
at the residual level. The mutual information between the residual and the target label is
then computed to evaluate the discriminative capability of the candidate feature under the
given conditions.

From the perspective of conditional dependency, this approach mitigates the influence
of redundant features on the evaluation results to a certain extent and provides an effective
criterion for feature selection. The proposed measure is able to reflect the additional
discriminative information contributed by a candidate feature under the constraints of the
current conditional feature set, thereby offering a practical means for assessing conditional
relevance in the feature-selection process.

First, the influence of the conditional feature set on the candidate feature is removed,
yielding the residual representation of the feature:

Ry, = X; — Zp; 4)

In the above expression, ; denotes the coefficient vector estimated through a regres-
sion method. The resulting residual represents the independent information retained in the
feature after removing the portion explained by the conditional variables.

Similarly, the label Y is processed under the same conditional variables to obtain the
corresponding residual representation of the label:

Ry =Y —-Z2% (5)

In the above expression, § represents the estimated regression coefficients.
On this basis, the Residual-based Conditional Discriminative Measure is defined
as follows:
RCDM(X;) = I(Rx,; Ry) (6)

In the above expression, I(Rx,; Ry) denotes mutual information. A larger value
indicates that, after removing the explainable component associated with the conditional
features, the candidate feature still provides additional discriminative information. If the
value is close to zero, it suggests that the feature contributes little new information under
the constraints of the current conditional feature set. Conversely, a small or near-zero value
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implies that the discriminative capability of the feature primarily arises from its correlation
with the conditional features rather than from its own independent contribution.

In the computation of RCDM, the conditional feature set is formed by the currently
selected feature subset and is progressively expanded throughout the feature-selection
process. To mitigate the instability of regression models under high-dimensional condi-
tions, the size of the final feature subset is controlled in the experiments such that the
dimensionality of the conditional features remains lower than the number of samples. This
ensures that the regression model operates within a relatively stable estimation regime.

After obtaining the Residual-based Conditional Discriminative Measure, a fused
evaluation framework is further constructed by integrating the model-driven predictive
contribution and the stability score. The residual conditional discriminative measure evalu-
ates the independent discriminative capability of a feature under controlled conditional
variables. The predictive contribution reflects the actual task-related importance of the
feature within a nonlinear classification model. The stability score measures the consistency
of feature selection under data perturbations. Together, these three components provide
a comprehensive evaluation of features from the perspectives of conditional dependency,
model contribution, and robustness.

Based on the three metrics described above, a feature-selection algorithm named
Residual-based Conditional Mutual Information and Feedback Fusion (RCMF) is proposed.
The algorithm integrates these indicators through a weighted fusion mechanism and
constructs a comprehensive scoring function as follows:

F(X;) = w,RCDM(X;) + w.C(X;) + wsS(X;) )

In the above expression, w;, w., and ws are weight parameters used to balance the
relative importance of the three indicators. By adjusting these weights, the algorithm can
be adapted to different types of multimodal data and varying task requirements.

To further optimize the feature subset, a dynamically updated fusion feedback mecha-
nism is introduced. In each iteration of the feature-selection process, the residual-based
conditional discriminative measure and the predictive contribution are recalculated for
the current set of candidate features. The fusion weights are then adaptively updated
according to the distribution of the current scores, forming an iterative update process
driven by the selected feature subset. As the feature subset is progressively expanded, both
the evaluation metrics and their corresponding weights are dynamically adjusted. This
mechanism enables the gradual reinforcement of features with stable and independent
discriminative capability, while suppressing the influence of redundant or noisy features.
During the iterative selection process, a forward selection strategy is adopted, where
one optimal feature is added to the subset at each iteration. The number of iterations
is determined by a predefined feature size, and the process terminates once the desired
number of features is reached in the experiments.

In the multi-metric fusion process, different evaluation metrics often exhibit distinct
distribution characteristics in the feature space. Some metrics produce large score variations
across features, demonstrating strong discriminative ability, whereas others exhibit more
concentrated score distributions, providing relatively smoother distinctions in feature
importance. Therefore, it is necessary to adaptively adjust the contribution of each metric
based on its distribution characteristics on the current dataset.

Based on this consideration, a variance-based weighting strategy is adopted. By
measuring the dispersion of each metric across feature dimensions, its discriminative
capability in feature ranking can be characterized, and the corresponding fusion weights
are dynamically adjusted. When a metric exhibits large score differences among features, it
indicates strong discriminative power and is thus assigned a relatively higher weight in the
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fusion process. Conversely, when the score distribution is more concentrated, its weight is
appropriately reduced.

Let 0, 0, and 05 denote the variances of the residual conditional discriminative
measure, predictive contribution, and stability score on the current feature set, respectively.
The weights are defined as follows:

%

wj = m, je{rcs} (8)

Based on the above rules, the pseudocode of the RCMF algorithm is presented in
Algorithm 1.

Algorithm 1. RCMF Workflow

Input: Original feature X = {X;, X, - - -, X» }, label Y, target number of selected
features K
Output: Optimal feature subset Sgcymr

1 Sremr =9

2 Stemp =Q

3 Xmax =0

4 Precompute stability score S(X;)

5 fori=1toKdo

6 for each X; € X do

7 Calculate residual conditional discriminant measure RCDM(X;)
8 Calculate predictive contribution C(X;)

9 Obtain precomputed stability score S(X;)
10 end for

11 Calculate fusion weights w,, we, w;s

12 for each X; € X do

13 Compute fusion score F(X;)

14 Stemp = Stemp + {FXj}

15 end for

16 Xinax = argmax (Stemp)

17 SRCMF = SRCMF + { Ximax }

18 X =X—{Xmax}

19 Stemp = D
20 end for
21 return Sremr

Compared with fixed-weight strategies, the proposed approach can adaptively adjust
to the distribution characteristics of evaluation metrics across different datasets. Fixed
weights typically rely on manual settings and may fail to balance the contributions of
different metrics under varying data conditions. In contrast, the variance-based weighting
scheme reflects the discriminative differences in metrics on the current dataset, thereby
improving the adaptability of the fusion evaluation. Moreover, compared with learning-
based weighting methods, the proposed strategy does not require additional parameter
learning or optimization objectives, avoiding increased model complexity and potential
overfitting. While maintaining computational efficiency, it also offers good interpretability.
Furthermore, in feature-selection tasks, the role of evaluation metrics primarily lies in
their ability to distinguish feature importance rankings, and variance effectively captures
the degree of differentiation in feature scores. Therefore, the variance-based weighting
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scheme enables adaptive fusion of multi-metric information without introducing additional
computational burden, demonstrating strong practical applicability.

2.3. Complexity Analysis of the RCMF Algorithm

Considering the computational procedures of each module in the RCMF algorithm,
the time complexity of each component can be analyzed individually. The overall computa-
tional complexity of the RCMF algorithm is then obtained by aggregating the complexities
of all modules.

e  Computational Complexity of Residual Scoring

The residual score is computed by fitting a linear regression model for each feature
and then calculating the mutual information between the residuals and the label to evaluate
feature importance.

Assume there are n samples and m features. For each feature, a linear regression model
is fitted with a time complexity of O(#n - m). The mutual information computation between
the residual and the label has a time complexity of O(n). Therefore, the total complexity
for each feature is O(n - m). For all m features, the overall computational complexity is
O(n - m?).

The computational complexity of a single selection round is O(n - m?). Since the
algorithm adopts a stepwise iterative feature-selection strategy with a total of K selection
rounds, the overall computational complexity of the residual-based conditional discrimina-
tive measure component can be expressed as O(K - n - m?).

e  Computational Complexity of Predictive Contribution

The predictive contribution is computed by training an XGBoost model and evalu-
ating the contribution of each feature to the prediction results. The training complexity
of XGBoost is approximately O(n - m - log m), where n denotes the number of samples, m
represents the number of features. Therefore, the overall computational complexity for
calculating predictive contribution using the full feature setis O(n - m - logm). After K itera-
tions, the overall complexity of the predictive contribution component can be approximated
as O(K-n-m-logm).

o  Computational Complexity of Stability Scoring

The stability score is computed based on bootstrap sampling to estimate the frequency
with which each feature is selected. Assume that B bootstrap iterations are performed, and
each bootstrap sample contains n samples. If the time complexity of computing mutual
information for each evaluation is O(n - m), then the total computational complexity of the
stability scoring process is O(B - n - m).

Based on the above analysis, the overall computational complexity of the RCMF
algorithm is the sum of the complexities of the three components, namely residual scoring,
predictive contribution, and stability scoring. Since the term K - n - m? is the dominant
term among them, the overall computational complexity of the RCMF algorithm can be
expressed as: O(K - n - m?). In practical applications, the number of selected features K is
usually much smaller than the total number of original features m; therefore, despite the
iterative nature of the algorithm, the overall computational complexity remains acceptable.

3. Results

Accuracy and stability are two important metrics for evaluating the performance of
a feature-selection algorithm. A feature-selection method is considered to have higher
accuracy if it achieves a higher recognition rate while selecting a smaller number of fea-
tures [21]. Stability refers to the similarity of the selected feature subsets across different
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cross-validation folds under the condition that the number of selected features remains the
same. A higher similarity indicates stronger stability of the feature-selection algorithm.

In the following experiments, the proposed RCMF algorithm is compared with
four feature-selection methods: interaction weight-based feature selection IWFS) [22], Ran-
dom Forest (RF) [23], Recursive Feature Elimination with Cross-Validation (RFECV) [24],
and conditional relevance feature selection (CRFS) [25]. The comparison is conducted on
different types of datasets in terms of three aspects: classification accuracy, the number of
features in the selected subset, and algorithm stability. All experiments were implemented
in Python (Version 3.10) using Scikit-learn (Version 1.5.1) and XGBoost (Version 1.7.6).

3.1. Dataset Description

The datasets used in this chapter are sourced from the University of California, Irvine
(UCI) Machine Learning Repository http://archive.ics.uci.edu/ml/index.php (accessed on
10 August 2025) and publicly available datasets from Kaggle https:/ /www.kaggle.com/
datasets (accessed on 20 August 2025). The datasets include both IoT and non-loT datasets.
Detailed information about the datasets is provided in Table 1.

Table 1. Dataset.

ID Name Features Classes Samples
1 Z00 16 7 101
2 Car Evaluation 6 4 1728
3 Seeds 7 3 210
4 Raisin 7 2 900
5 IoT-23 Cleaned 36 3 1597
6 TON_IoT 43 10 211,043
7 RT-10T2022 83 12 123,117
8 IoT Device Identification 297 10 1000

In Table 1, the datasets are listed in order of their indices as follows: Zoo [26], Car
Evaluation [27], Seeds [28], Raisin [29], IoT-23 Cleaned [30], TON_IoT [31], RT-10T2022 [32],
and IoT Device Identification [33]. The first four are classical benchmark datasets, while
the latter four are IoT-related datasets.

3.2. Data Preprocessing

To avoid the influence of different feature scales on the evaluation results, the raw
data are normalized so that all values are mapped into the range [0, 1]. The normalization
formula is given as follows:

x;,; — min (x;))

rii= 9)

W ax (x]-) — min (x]-)

In this experiment, all samples consist of numerical data. Therefore, feature values are
first converted into numerical form during preprocessing. For datasets containing missing
values, the mean value of the corresponding attribute is used for imputation.

3.3. Classification Performance Evaluation of the RCMF Algorithm

Classification performance is an important metric for evaluating feature-selection
algorithms. In this section, the classification accuracies of different algorithms are compared.
A higher accuracy value indicates better classification performance. The classification
accuracy is calculated as follows:

Accuracy = % x 100% (10)
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In the above expression, n denotes the number of correctly classified samples, and N
represents the total number of samples.

In the experiments, features are ranked in descending order according to their im-
portance. The number of features in the feature subset is gradually increased, and 10-fold
cross-validation is applied to each subset. The number of selected features and the corre-
sponding classification accuracy of the five algorithms on the eight datasets are shown in
Figures 1-4.

8 & 38 b

3

Classification Accuracy
Classification Accuracy

& 3

8

2 4 6 8 10 2 1 16 1 2 3 ) 5 6
Number of Features Number of Features

(a) Zoo dataset (b) Car Evaluation dataset

Figure 1. The number of different features on the Zoo and Car Evaluation datasets and their
corresponding accuracy.

& 38

]

Classification Accuracy
8
Classification Accuracy

1 2 3 4 5 6 7 1 2 3 4 5 6 7
Number of Features Number of Features

(a) Seeds dataset (b) Raisin dataset

Figure 2. The number of different features on the Seeds and Raisin datasets and their correspond-
ing accuracy.

PR S -t 100
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Classification Accuracy
Classification Accuracy

38
—
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—— ROF —— RONF
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L —— RFECV —— RFECV
—— RFS —— &S

0 5 10 15 2 % 0 % 0 10 P % P
Nunber of Features Nunber of Features
(a) IoT-23 dataset (b) TON_IoT dataset

Figure 3. The number of different features on the IoT-23 and TON_IoT Cleaned datasets and their
corresponding accuracy.
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Classification Accuracy

100 4

v )

Classification Accuracy

20

(a) RT-10T2022 dataset

T T T T T T T T
L 80 0 50 100 150 200 250 300
Number of Features Number of Features

(b) IoT Device Identification dataset

Figure 4. The number of different features on the RT-IoT2022 and IoT Device Identification datasets
and their corresponding accuracy.

Table 2 presents the highest classification accuracy (mean =+ standard deviation) of
IWEFS, RF, RFECV, CRFS, and RCMF on different datasets based on 10-fold cross-validation.
All reported results correspond to the performance of each method at its optimal feature
subset size.

Table 2. The highest classification accuracy of 5 algorithms on each data set.

ID IWES RF RFECV CRFS RCMF

1 94.07 £021 9693 £0.25 9673 +0.19 9519+0.20 98.03 £0.15
2 95.60 +£0.23 97.80£0.17 9570£0.22 95.60+0.21 99.54 +0.13
3 90.86 £ 0.25 9476 £0.20 9286024 9486026 96.76+0.17
4 86.20 £ 0.29 85.80£0.26 85.51+£0.27 86.78+023 87.28+0.20
5 9749 £0.18 9756 £0.16 9756 +£0.16 97.62+0.15 97.56 £0.16
6 99.22 £0.13 99.73£0.10 99.70 £0.11 9932 +£0.12 99.82 £0.09
7 99.79 £0.09 99.77 £0.10 99.80£0.09 99.81 £0.08 99.83 + 0.08
8 82.60 +£0.27 8340+£0.25 8240+£028 83404025 8420+0.22

As shown in Table 2, RCMF demonstrates superior classification performance on most
datasets. For instance, on the Zoo dataset, RCMF achieves an accuracy of 98.03%, which is
significantly higher than that of IWFS and other competing methods. On the Car Evaluation
dataset, RCMF attains 99.54%, showing a clear improvement over RF, RFECV, and related
approaches. Similarly, on the Seeds dataset, RCMF achieves 96.76%, maintaining stable
and competitive performance.

On datasets such as TON_IoT and RT-I0T2022, all methods achieve relatively high
classification accuracy, approaching performance saturation. Nevertheless, RCMF still
obtains the best or near-best results. Moreover, it can be observed that RCMF exhibits
relatively smaller standard deviations on these datasets, indicating better stability under
different data partitions.

For more challenging datasets, such as Raisin and IoT Device Identification, the overall
classification performance of all methods decreases. However, RCMF still achieves the
highest accuracies of 87.28% and 84.20%, respectively, demonstrating its discriminative
advantage in complex scenarios.

In addition, from the perspective of standard deviation, RCMF shows smaller or
comparable variation across most datasets, suggesting that it maintains stable performance
while improving classification accuracy.
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In summary, RCMF exhibits strong discriminative capability and stability across
multiple datasets. Its advantages are reflected not only in higher classification accuracy but
also in reduced performance variance under different data splits, thereby validating the
effectiveness and generalization ability of the proposed feature-selection method.

In terms of the number of selected features, feature-selection algorithms aim to min-
imize the number of features while maintaining high classification accuracy. Table 3
presents the number of features selected by the proposed RCMF algorithm and the other
four comparison methods when achieving their highest classification accuracy.

Table 3. The number of selected features at the highest recognition rate of the RCMF algorithm and
other algorithms on each dataset.

ID Total Features IWES RF RFECV CRFS RCMF
1 16 13 12 11 11 9
2 6 5 6 6 6 6
3 7 6 6 7 7 6
4 7 7 7 7 3 3
5 36 30 18 23 34 34
6 43 13 15 15 32 13
7 83 57 82 53 57 57
8 297 80 10 20 250 30
Mean 61.88 26.38 19.5 17.75 50 19.75

According to the results in Table 3, all five feature-selection algorithms are able to
reduce the dimensionality of the original feature space to varying degrees. Overall, the
proposed RCMEF algorithm selects a relatively small number of features on most datasets.
On the Zoo dataset, RCMF selects only 9 features, which is fewer than those selected
by IWFS, RE and RFECV. On the Raisin dataset, RCMF and CRFS both select 3 features,
achieving the most significant compression effect. On the TON_IoT dataset, RCMF selects
13 features, which is the same as IWFS but substantially fewer than the 32 features selected
by CREFS.

Although RCMF is not always the method with the smallest number of selected
features—for example, on the IoT-23 Cleaned and RT-IoT2022 datasets, it selects 34 and
57 features, respectively—it still maintains good dimensionality reduction performance
overall. In particular, on the high-dimensional IoT Device Identification dataset, RCMF
reduces the feature dimension to 30, which is significantly better than IWFS and CREFS,
demonstrating strong dimensionality reduction capability.

In terms of the average number of selected features, RCMF achieves a mean value
of 19.75, which is considerably lower than that of IWFS and CRFS, and also lower than
the average number of original features. Overall, it is comparable to RF and RFECV. In
summary, RCMF achieves effective feature compression while maintaining classification
performance, demonstrating its advantage in feature selection.

3.4. Stability Analysis of the RCMF Algorithm

The previous experiments evaluated the classification performance of the RCMF
algorithm. However, for a feature-selection algorithm, stability is also a critical criterion.
This subsection compares the average Kuncheva index of RCMF and other algorithms
under different numbers of selected features [34]. The Kuncheva index measures the
similarity between two feature subsets. Its formulation is given as follows:

[finfil = (fil < i) /N
min(|fil, 1fi) = (il < [} /N

KI(fi, f;) = (11)
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In the above expression, the similarity metric takes values in the range [—1, 1]. A value
closer to 1 indicates a higher similarity between the two feature subsets. When the index
equals 1, the two subsets are identical. When the value approaches 0 or becomes negative,
it suggests a low similarity between the feature subsets, indicating relatively poor stability
of the feature-selection algorithm.

Let |f; N fj| denote the number of common features between subsets f; and f;, while
|fi| and | f]| represent the number of features in subsets f; and f}, respectively. N denotes
the total number of available features.

The average Kuncheva index is calculated as the mean of the similarity indices over
all feature subsets, providing an overall evaluation of algorithm stability. It is defined

as follows:
2 f 3 (fi. fj) (12)
AS = ———— KI(fi fi 12
n(n=1) 5 ;55

Among them, KI ( fis f]) are the Kuncheva indices of f; and fj, n indicating the number
of cross-validations.

To ensure fair comparison among different methods, the Kuncheva index is calculated
for each feature-selection algorithm under an identical number of selected features, and the
average value is used as the stability metric, as reported in Table 4.

Table 4. The stability results of each feature-selection algorithm with different number of features.

Features IWES RF RFECV CRFS RCMF
1 0.89 1.00 1.00 0.72 1.00
2 0.68 0.97 0.92 0.68 0.98
3 0.82 0.91 0.91 0.64 0.94
4 0.78 0.88 0.94 0.56 0.88
5 1.00 0.94 0.85 0.66 0.97
6 0.84 0.86 0.87 0.74 0.89
7 0.85 0.92 0.95 0.73 0.92
Mean 0.83 0.92 0.92 0.67 0.94

As shown in Table 4, significant differences in stability can be observed among the
compared methods under a fixed number of selected features. RCMF consistently achieves
higher stability scores across multiple feature subset sizes, with superior average stability
compared to other methods, demonstrating its robustness under data perturbations.

3.5. Correlation Analysis of Evaluation Metrics

To validate the rationality of the proposed multi-metric fusion evaluation framework,
this paper analyzes the relationships among the residual-based conditional discriminative
measure, predictive contribution, and stability score. Specifically, a statistical correlation
analysis of these metrics across different datasets is conducted to evaluate the degree of
information overlap and their complementarity. In the proposed method, the final score
is jointly determined by these three types of metrics. Although each metric characterizes
feature importance from a different perspective, the predictive contribution is derived
from a strongly nonlinear model, and its importance scores may partially overlap with the
conditional discriminative information. Therefore, it is necessary to quantitatively analyze
the relationships among these metrics to verify whether they provide complementary
information rather than simple redundancy.

First, the three types of scores—residual-based conditional discriminative measure,
predictive contribution, and stability score—are computed for all candidate features. Based
on these scores, the Spearman rank correlation coefficient is adopted to measure the corre-
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lation between different metrics, thereby evaluating their consistency in feature ranking.
The formulation is given as follows:

6y d>

S

(13)
where p denotes the Spearman rank correlation coefficient between two evaluation metrics,
d; represents the difference in the ranking of the i-th feature under the two metrics, and
n denotes the total number of features. A larger value of p indicates a higher degree of
consistency between the two metrics in feature ranking, whereas a smaller value suggests
that the two metrics exhibit noticeable differences in evaluating feature importance.
Furthermore, to evaluate the consistency of different metrics in selecting high-scoring
features, the top k features are selected according to each metric, and the overlap ratio
between the resulting feature subsets is calculated. The formulation is given as follows.

|S1 NSy

Overlap = .

(14)
where S; and S; denote the sets of the top k features selected by two metrics, respectively,
and S; N S, represents the number of common features shared by the two sets. A larger
value of this metric indicates stronger consistency between the two metrics in selecting
high-scoring features, whereas a smaller value suggests that the two metrics tend to identify
important features from different perspectives.

To further analyze the correlations among different evaluation metrics and their
consistency in selecting high-scoring features, three representative datasets—Zoo, IoT-23
Cleaned, and IoT Device Identification—are selected for experimental validation.

First, for all candidate features, the residual-based conditional discriminative measure
(RCMI), predictive contribution (PC), and stability score (S) are computed. The Spearman
rank correlation coefficient is then used to perform a statistical analysis of the correlations
among these metrics, with the results presented in Table 5.

Table 5. Spearman Rank Correlation Coefficients among Evaluation Metrics across Datasets.

Indicator Pairs Zoo I0T-23 Cleaned IoT Device Identification
RCMI & PC 0.60 0.53 0.45
RCMI & S 0.28 0.24 0.19
PC&S 0.41 0.35 0.29

Based on this, to further evaluate the consistency of different metrics in selecting
high-scoring features, the top k features are selected according to each metric, and the
number of overlapping features and the overlap ratio between different feature subsets are
calculated. The corresponding results are shown in Table 6.

Table 6. Feature Set Overlap Ratios among Evaluation Metrics across Datasets.

Zoo (k =8) I0T-23 Cleaned (k = 15) IoT Device Identification (k = 50)
Indicator Pairs i i i
Overlapping Overlap Ratio Overlapping Overlap Ratio Overlapping Overlap Ratio
Features Features Features
RCMI & PC 0.375 5 0.333 11 0.220
RCMI & S 0.250 3 0.200 5 0.100
PC &S 0.375 4 0.267 6 0.120
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As shown in Table 5, the correlations among different evaluation metrics are generally
at a moderate to low level. Specifically, the correlation coefficients between RCMI and
PC on the three datasets are 0.60, 0.53, and 0.45, respectively, indicating a certain degree
of consistency in feature ranking, although the correlation is not strong. The correlations
between RCMI and the stability score (S) are relatively low, with values of 0.28, 0.24, and
0.19, suggesting that these two metrics differ significantly in their evaluation perspectives.
The correlation between PC and S falls between the two, but remains at a relatively low
level overall.

As the feature dimensionality of the datasets increases, the correlations among the
metrics exhibit a decreasing trend. This indicates that in high-dimensional feature spaces,
different evaluation metrics capture feature importance in increasingly distinct ways.

Further observations from Table 6 reveal that the consistency among different metrics
in selecting high-scoring features is also relatively low. On the Zoo dataset, the overlap
ratios of feature subsets range from 0.25 to 0.375. On the IoT-23 Cleaned dataset, the overlap
ratios decrease to the range of 0.20 to 0.333. On the IoT Device Identification dataset, the
overlap is the lowest, ranging only from 0.10 to 0.22.

These results indicate that different metrics tend to identify important features from
different perspectives, leading to noticeable differences in the selected high-scoring feature
subsets. This effect becomes more pronounced in high-dimensional datasets, suggesting
that a single metric is insufficient to fully capture feature importance.

The above findings further demonstrate that although predictive contribution, derived
from a strongly nonlinear model, is capable of capturing complex feature relationships,
its importance scores do not fully encompass the discriminative information modeled
through conditional dependency. RCDM, predictive contribution, and stability score
evaluate features from three complementary perspectives—conditional discriminative
information, model-driven contribution, and robustness. While there exists a certain
degree of correlation among them, they are not redundant and provide complementary
information. This validates the rationality of the proposed multi-metric fusion strategy.

3.6. Ablation Study

Accuracy reflects the overall proportion of correctly classified samples. However, in
scenarios with class imbalance or high sensitivity to misclassification, a single evaluation
metric may not fully characterize model performance. To comprehensively evaluate the
classification performance of the model after ablation, the F1-score is further introduced as
an additional evaluation metric.

Fl-score is a performance evaluation metric widely used in machine learning, particu-
larly for classification tasks [35]. It is defined as the harmonic mean of precision and recall,
providing a balanced assessment of model performance. The calculation formula is given
as follows:

F1=2x %ﬁﬁi% =2x ((TP+FPT)I();P+PN))/ (TPE—PFN + TPT—E—“N) (15)
= PLEPIN

The F1-score provides a balanced measure of precision and recall, making it particu-
larly suitable for imbalanced datasets. A higher F1-score indicates a better trade-off between
these two metrics. Its value ranges from 0 to 1, where 1 represents the best performance
and 0 represents the worst.

To further validate the effectiveness of each component in the proposed RCMF al-
gorithm, ablation experiments are conducted to analyze the impact of different modules
on overall performance. Using the I0T-23 Cleaned dataset, several variant models are
constructed by removing the residual-based conditional discriminative measure (RCDM),
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predictive contribution (PC), stability score (S), and the feedback mechanism (F), respec-
tively. In addition, while keeping other components unchanged, RCDM is replaced with
traditional mutual information (MI) to construct a comparative model, aiming to evaluate
the role of each module in the feature-selection process. By conducting a comprehensive
comparison with the full model, the contribution of each component to the overall per-
formance of the algorithm can be systematically assessed. The experimental results are
presented in Table 7.

Table 7. The Results of the Ablation Experiment.

Algorithm Accuracy F1 Kuncheva Index
w/o RCMI 90.56 0.88 0.84
w/oPC 93.23 0.92 0.87
w/oS 95.11 0.94 0.72
w/oF 94.28 0.93 0.85
RCMF (RCDM-MI) 92.35 0.90 0.82
RCMF 97.56 0.95 0.91

According to the experimental results in Table 7, each key component has a different
impact on the overall performance of the RCMF algorithm. When the residual-based
conditional discriminative measure (RCDM) is removed, the classification accuracy drops
significantly from 97.56% to 90.56%, the Fl-score decreases from 0.95 to 0.88, and the
Kuncheva index also declines, indicating the most severe performance degradation. This
demonstrates that incorporating conditional dependency information in feature evaluation
plays a crucial role in enhancing the discriminative capability of the selected feature subset.

When the predictive contribution (PC) module is removed, the accuracy decreases
to 93.23% and the Fl-score to 0.92, accompanied by a decline in stability. This suggests
that model-driven feature importance can effectively reflect the actual contribution of
features to the classification task, thereby improving feature-selection performance. When
the stability evaluation mechanism is removed, the classification performance shows only
a slight decrease, while the Kuncheva index drops significantly to 0.72. This indicates that
the primary role of this module is to improve the consistency of feature-selection results
under different data partitions, with relatively limited direct impact on classification per-
formance. When the feedback mechanism is removed, the accuracy and F1-score decrease
to 94.28% and 0.93, respectively, and the Kuncheva index becomes 0.85. This suggests that
the dynamic update process based on the current feature subset contributes to optimizing
the feature-selection results to a certain extent. Furthermore, replacing RCDM with tradi-
tional mutual information (MI) results in noticeably inferior performance compared to the
full model, indicating that the proposed RCDM has advantages in capturing conditional
discriminative information.

Overall, the complete RCMF model achieves superior performance in both classifica-
tion accuracy and stability metrics. The experimental results demonstrate that the proposed
modules work collaboratively during the feature-selection process, jointly improving the
overall performance of the algorithm.

4. Discussion
4.1. Overall Performance and Ablation Summary

This study aims to develop a feature-selection method that balances classification
performance, feature compression capability, and selection stability in high-dimensional
multi-source feature scenarios, while systematically analyzing the roles of the residual-based
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conditional mutual information module, predictive contribution module, stability evaluation
mechanism, and feedback optimization mechanism within the overall framework.

Under a unified experimental setting, comparisons with IWFS, RE, RFECV, and CRFS
demonstrate that RCMF achieves competitive average classification accuracy on most
datasets. Meanwhile, the corresponding standard deviations are generally lower, indicating
that the proposed method exhibits strong stability under different data partitions. Moreover,
while maintaining high recognition performance, RCMF effectively reduces the number
of selected features, suggesting that the proposed composite scoring mechanism can both
eliminate redundant features and enhance the discriminative capability of the selected
feature subset.

The ablation study further validates the contribution of each component. When the
residual-based conditional mutual information module is removed, both classification
performance and stability decrease, highlighting the importance of conditional dependency
modeling in feature evaluation. Removing the predictive contribution module leads to
a decline in overall performance, indicating that model-driven feature importance feed-
back helps align feature evaluation with the actual classification task. When the stability
evaluation mechanism is excluded, the Kuncheva index drops significantly, demonstrat-
ing its critical role in ensuring the consistency of feature-selection results. Similarly, re-
moving the feedback mechanism results in performance degradation, indicating that the
iterative update process based on the current feature subset enhances the adaptability of
feature weighting.

Overall, the RCMF method achieves a favorable balance among classification perfor-
mance, feature compression, and selection stability. Each component plays a distinct role
at different stages, and their coordinated interaction jointly optimizes the feature subset,
rather than functioning as a simple aggregation.

4.2. Module Interaction and Synergistic Mechanism

The ablation results indicate that each component performs a distinct function in the
feature-selection process and continuously contributes to the overall performance. The
residual-based conditional mutual information module captures the incremental informa-
tion of features under the constraints of conditional variables. Its introduction extends
feature evaluation from simple correlation analysis to modeling conditional dependencies,
thereby enhancing the independent discriminative capability of features within a multi-
source feature context. The predictive contribution module incorporates a model-driven
evaluation mechanism, linking feature scoring with the actual classification task and mak-
ing the selection process more aligned with the final optimization objective. The stability
mechanism, based on a bootstrap sampling strategy, quantifies the consistency of feature
selection across different data subsets, thereby improving the robustness and reliability of
the selected feature subset. The feedback mechanism performs iterative updates based on
the current feature subset, dynamically adjusting feature weights and enabling adaptive
optimization during the selection process.

Experimental results demonstrate that the complete RCMF method achieves superior
performance in both classification metrics and stability metrics. Compared with ablated
variants in which any individual module is removed, the full model exhibits a better
balance between performance and stability, indicating that the components operate collab-
oratively at different stages. Specifically, residual-based conditional modeling provides
fundamental discriminative information, the model-driven feedback mechanism further
reinforces effective features, and the stability evaluation constrains the consistency of the
selection results. The combined effect of these mechanisms enables the feature-selection
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process to enhance discriminative capability while maintaining stability, thereby improving
the overall applicability of the method under diverse data conditions.

4.3. Practical Implications and Computational Analysis

From an application perspective, high-dimensional multi-source feature environments
impose higher requirements on the discriminative capability, stability, and scalability of
feature-selection methods. In practical IoT scenarios, data sources are diverse and fea-
ture dimensions are high, with redundancy and potential interference commonly existing
among features from different sources. While maintaining high classification performance,
RCMF effectively reduces feature dimensionality, thereby decreasing the input size with-
out compromising recognition accuracy. This property makes it suitable for application
scenarios that require a balance among model complexity, inference efficiency, and result
stability, such as device identification and security monitoring tasks.

In terms of computational aspects, the proposed method mainly involves conditional
dependency modeling, model-driven feature contribution evaluation, and stability analysis.
Compared with traditional filter-based methods, RCMF introduces model training and
iterative evaluation processes, leading to increased computational cost. However, under
the current experimental scale, the overall complexity remains within an acceptable range.
Moreover, the method exhibits a modular structure, which facilitates parallel computation
and process optimization during implementation. Future work may incorporate distributed
computing strategies, feature pre-screening mechanisms, and model lightweight design to
further improve computational efficiency, making the method applicable to larger-scale
datasets or real-time scenarios.

In addition, the current experiments are conducted on multiple public datasets cov-
ering different scales and data characteristics. To further enhance the applicability of
the proposed method, future research may extend the evaluation to cross-domain data
scenarios and more complex real-world environments, such as conditions involving distri-
bution shifts, thereby enabling a more comprehensive assessment of its transferability and
generalization performance under varying data distributions.

4.4. Limitations and Future Work

Although experimental results on multiple public datasets demonstrate that RCMF
achieves strong performance in both classification accuracy and stability, several limitations
remain. First, the residual-based conditional discriminative measure relies on a residual
approximation derived from linear regression to estimate the incremental information
of features under the constraints of conditional features. In highly nonlinear scenarios
or in the presence of complex interactions, this approximation may not fully capture the
true conditional dependencies, thereby affecting the accuracy of the estimated feature
contributions. How to more accurately model conditional incremental information while
maintaining computational feasibility remains an important direction for future research.

Second, the feedback optimization mechanism involves multiple rounds of model
training and feature re-evaluation. While the computational cost is acceptable for mod-
erately sized datasets, it may become a bottleneck in large-scale data scenarios or en-
vironments with frequent updates. Future work may focus on improving the iteration
strategy, reducing redundant training cycles, adopting incremental update mechanisms, or
leveraging parallel computation to reduce the overall computational burden.

Future research directions may include:

e Improving conditional dependency estimation methods to better capture complex
nonlinear relationships;
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e  Optimizing the feedback weight update strategy to improve convergence efficiency
and computational performance;

e  Conducting cross-dataset and cross-scenario validation to systematically evaluate
generalization capability;

e Developing lightweight implementations to improve applicability in resource-
constrained environments;

e  Providing more rigorous theoretical analysis, including formal proofs of convergence
and stability.

These directions will help further improve the reliability and applicability of the
proposed method in more complex real-world scenarios.

5. Conclusions

This chapter addresses the problem of feature selection in high-dimensional multi-
source IoT data and proposes a feature-selection method based on residual-approximate
conditional mutual information and a feedback fusion mechanism. The method constructs
a feature-evaluation framework from three aspects: conditional information modeling,
model-driven feature contribution assessment, and stability analysis. Feature importance
is obtained through weighted fusion, and an iterative feedback mechanism is introduced
to update feature weights dynamically. By introducing a residual-based approximation,
the evaluation of high-dimensional conditional dependencies is transformed into residual-
level correlation analysis, which helps reduce computational complexity while improving
the stability of feature evaluation. In addition, a bootstrap-based stability assessment
is incorporated to enhance the consistency of feature-selection results under different
data partitions.

Experimental results on multiple public datasets show that the proposed method
achieves stable performance in terms of classification accuracy, feature compression, and
selection stability. On most datasets, RCMF is able to reduce the number of selected
features while maintaining strong recognition performance, indicating its effectiveness
in both discriminative capability and dimensionality reduction. Ablation studies further
illustrate the roles of different components, showing that each module contributes at
different stages and jointly improves overall performance.

It should be noted that the proposed method involves multiple rounds of model
training and stability evaluation, resulting in higher computational cost compared with
simple statistical approaches. In large-scale or real-time application scenarios, compu-
tational efficiency may become a limiting factor. Future work could focus on reducing
computational overhead through feature pre-screening, model lightweight design, and
parallel computation. In addition, incorporating incremental update strategies may help
the method better adapt to dynamic data environments.

Overall, the proposed method achieves a reasonable balance among classification
performance, feature compression, and stability, and shows potential for application in
complex multi-source data scenarios. Further work is needed to improve efficiency and
facilitate practical deployment in real-world IoT environments.

Author Contributions: Conceptualization, H.J., S.X. and Y.S.; methodology, H.J., S.X. and Y.S,;
software, H.J. and S.X,; validation, H.J., S.X. and Y.S.; formal analysis, H.]. and S.X.; investigation,
H.J. and S.X,; resources, Y.S.; data curation, H.]. and S.X.; writing—original draft preparation, H.J.
and S.X.; writing—review and editing, Y.S.; visualization, H.J. and S.X.; supervision, Y.S.; project
administration, Y.S.; funding acquisition, Y.S. All authors have read and agreed to the published
version of the manuscript.

Funding: This research received no external funding.

https://doi.org/10.3390/s26082340


https://doi.org/10.3390/s26082340

Sensors 2026, 26, 2340 20 of 21

Institutional Review Board Statement: Not applicable.
Informed Consent Statement: Not applicable.

Data Availability Statement: The data used in this study are publicly available from the UCI Machine
Learning Repository http:/ /archive.ics.uci.edu/ml/index.php (accessed on 10 August 2025) and
Kaggle https:/ /www.kaggle.com/datasets (accessed on 20 August 2025). The specific datasets are
cited in the manuscript.

Acknowledgments: The authors would like to thank Yong Shen for his supervision and guidance
during this study, and all colleagues who provided assistance in the experiments.

Conflicts of Interest: The authors declare no conflicts of interest.

References

1.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

Rose, K.; Eldridge, S.; Chapin, L. The Internet of Things: An Overview; Internet Society (ISOC): Reston, VA, USA, 2015.
Mahdavinejad, M.S.; Rezvan, M.; Barekatain, M.; Adibi, P.; Barnaghi, P.; Sheth, A.P. Machine learning for Internet of Things data
analysis: A survey. Digit. Commun. Netw. 2018, 4, 161-175. [CrossRef]

Li, J.; Cheng, K.; Wang, S.; Morstatter, F.; Trevino, R.P,; Tang, J.; Liu, H. Feature selection: A data perspective. ACM Comput. Surv.
2017, 50, 1-45. [CrossRef]

Hu, G.; Zhou, G.; Peng, P. Feature selection method based on an improved particle swarm optimization algorithm. J. Hunan Univ.
Sci. Technol. (Nat. Sci. Ed.) 2025, 40, 70-78. [CrossRef]

Jiang, J.; Zhang, X.; Yang, J. Unsupervised feature selection based on incremental forward iterative Laplacian score. Artif. Intell.
Rev. 2023, 56, 4077-4112. [CrossRef] [PubMed]

Salmi, A.; Hammouche, K.; Macaire, L. Similarity-based constraint score for feature selection. Knowl.-Based Syst. 2020, 209, 106429.
[CrossRef]

Fejzic, A.; Tihac, A.; Boskovic, D. Statistical filtering methods for feature selection in arrhythmia classification. In Proceedings of the
2023 XXIX International Conference on Information, Communication and Automation Technologies (ICAT); IEEE: New York, NY, USA,
2023; pp. 1-6.

Yang, ].Q. Large-Scale Feature Selection Based on Particle Swarm Optimization Algorithm. Ph.D. Thesis, South China University
of Technology, Guangzhou, China, 2024. [CrossRef]

Yilmaz Eroglu, D.; Akcan, U. An adapted ant colony optimization for feature selection. Appl. Artif. Intell. 2024, 38, 2335098.
[CrossRef]

Hu, Y,; Zhang, Y.; Gao, X.; Gong, D.; Song, X.; Guo, Y.; Wang, J. A federated feature selection algorithm based on particle swarm
optimization under privacy protection. Knowl.-Based Syst. 2023, 260, 110122. [CrossRef]

Pan, H.; Chen, S.; Xiong, H. A high-dimensional feature selection method based on modified gray wolf optimization. Appl. Soft
Comput. 2023, 135, 110031. [CrossRef]

Li, Z.-Z.; Wang, E-L.; Qin, F; Yusoff, Y.B.; Zain, A.M. Feature selection of gene expression data using a modified artificial fish
swarm algorithm with population variation. IEEE Access 2024, 12, 72688-72706. [CrossRef]

Hao, P; Gao, W,; Hu, L. Embedded feature fusion for multi-view multi-label feature selection. Pattern Recognit. 2025, 157, 110888.
[CrossRef]

Zhao, Y.; Dong, J.; Li, X.; Chen, H.; Li, S. A binary dandelion algorithm using seeding and chaos population strategies for feature
selection. Appl. Soft Comput. 2022, 125, 109166. [CrossRef]

Wang, H.; Liang, Q.; Hancock, ].T.; Khoshgoftaar, T.M. Feature selection strategies: A comparative analysis of SHAP-value and
importance-based methods. J. Big Data 2024, 11, 44. [CrossRef]

Atzori, L.; Iera, A.; Morabito, G. The Internet of Things: A survey. Comput. Netw. 2010, 54, 2787-2805. [CrossRef]

Venkatesh, B.; Anuradha, J. A review of feature selection and its methods. Cybern. Inf. Technol. 2019, 19, 3-26. [CrossRef]
Mukherjee, S.; Asnani, H.; Kannan, S. CCMI: Classifier-Based Conditional Mutual Information Estimation. Proc. Mach. Learn. Res.
2020, 115, 1083-1093.

Li, W.; Yin, Y;; Quan, X.; Zhang, H. Gene expression value prediction based on XGBoost algorithm. Front. Genet. 2019, 10, 1077.
[CrossRef]

Miao, J.; Niu, L. A survey on feature selection. Procedia Comput. Sci. 2016, 91, 919-926. [CrossRef]

Jiang, W.; Duan, Y.; Sun, Q. A hybrid feature selection algorithm based on interaction information. J. Appl. Sci. 2021, 39, 545-558.
Zeng, Z.; Zhang, H.; Zhang, R.; Yin, C. A novel feature selection method considering feature interaction. Pattern Recognit. 2015,
48, 2656-2666. [CrossRef]

Segal, M.R. Machine Learning Benchmarks and Random Forest Regression; Center for Bioinformatics and Molecular Biostatistics:
San Francisco, CA, USA, 2004.

https://doi.org/10.3390/s26082340


http://archive.ics.uci.edu/ml/index.php
https://www.kaggle.com/datasets
https://doi.org/10.1016/j.dcan.2017.10.002
https://doi.org/10.1145/3136625
https://doi.org/10.13582/j.cnki.1672-9102.2025.03.008
https://doi.org/10.1007/s10462-022-10274-6
https://www.ncbi.nlm.nih.gov/pubmed/36160366
https://doi.org/10.1016/j.knosys.2020.106429
https://doi.org/10.27151/d.cnki.ghnlu.2024.001476
https://doi.org/10.1080/08839514.2024.2335098
https://doi.org/10.1016/j.knosys.2022.110122
https://doi.org/10.1016/j.asoc.2023.110031
https://doi.org/10.1109/ACCESS.2024.3402652
https://doi.org/10.1016/j.patcog.2024.110888
https://doi.org/10.1016/j.asoc.2022.109166
https://doi.org/10.1186/s40537-024-00905-w
https://doi.org/10.1016/j.comnet.2010.05.010
https://doi.org/10.2478/cait-2019-0001
https://doi.org/10.3389/fgene.2019.01077
https://doi.org/10.1016/j.procs.2016.07.111
https://doi.org/10.1016/j.patcog.2015.02.025
https://doi.org/10.3390/s26082340

Sensors 2026, 26, 2340 21 of 21

24.
25.
26.
27.
28.
29.
30.
31.
32.

33.

34.

35.

Awad, M.; Fraihat, S. Recursive feature elimination with cross-validation with decision tree: Feature selection method for machine
learning-based intrusion detection systems. J. Sens. Actuator Netw. 2023, 12, 67. [CrossRef]

Liu, J.; Zhang, P. A feature selection method based on conditional relevance. |. Jilin Univ. (Eng. Technol. Ed.) 2018, 48, 874-881.
Forsyth, R. Zoo [Dataset]; UCI Machine Learning Repository: Irvine, CA, USA, 1990. [CrossRef]

Bohanec, M. Car Evaluation [Dataset]; UCI Machine Learning Repository: Irvine, CA, USA, 1988. [CrossRef]

Charytanowicz, M.; Niewczas, J.; Kulczycki, P.; Kowalski, P.; Lukasik, S. Seeds [Dataset]; UCI Machine Learning Repository: Irvine,
CA, USA, 2010. [CrossRef]

Cinar, 1.; Koklu, M.; Tasdemir, S. Raisin [Dataset]; UCI Machine Learning Repository: Irvine, CA, USA, 2020. [CrossRef]
Sharmila, B.S.; Nagapadma, R. RT-I0T2022 [Dataset]; UCI Machine Learning Repository: Irvine, CA, USA, 2023. [CrossRef]
Garcia, S.; Parmisano, A.; Erquiaga, M.J. IoT-23: A Labeled Dataset with Malicious and Benign IoT Network Traffic (Version 1.0.0)
[Dataset]; Zenodo: Geneva, Switzerland, 2020. [CrossRef]

Moustafa, N. A new distributed architecture for evaluating Al-based security systems at the edge: Network TON_IoT datasets.
Sustain. Cities Soc. 2021, 72, 102994. [CrossRef]

PacktPublishing. Machine-Learning-for-Cybersecurity-Cookbook: Chapter05—IoT Device Type Identification Using Ma-
chine Learning. GitHub Repository. 2019. Available online: https://github.com/PacktPublishing/Machine-Learning-for-
Cybersecurity-Cookbook/tree /master /Chapter05/IoT%20Device%20Type%20Identification%20Using %20Machine%20Learning
(accessed on 28 February 2026).

Lustgarten, J.L.; Gopalakrishnan, V.; Visweswaran, S. Measuring stability of feature selection in biomedical datasets. AMIA Annu.
Symp. Proc. 2009, 2009, 406—410. [PubMed]

Yacouby, R.; Axman, D. Probabilistic extension of precision, recall, and f1 score for more thorough evaluation of classification
models. In Proceedings of the First Workshop on Evaluation and Comparison of NLP Systems; Association for Computational Linguistics:
Stroudsburg, PA, USA, 2020; pp. 79-91.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

https://doi.org/10.3390/s26082340


https://doi.org/10.3390/jsan12050067
https://doi.org/10.24432/C5R59V
https://doi.org/10.24432/C5JP48
https://doi.org/10.24432/C5H30K
https://doi.org/10.24432/C5660T
https://doi.org/10.24432/C5P338
https://doi.org/10.5281/zenodo.4743746
https://doi.org/10.1016/j.scs.2021.102994
https://github.com/PacktPublishing/Machine-Learning-for-Cybersecurity-Cookbook/tree/master/Chapter05/IoT%20Device%20Type%20Identification%20Using%20Machine%20Learning
https://github.com/PacktPublishing/Machine-Learning-for-Cybersecurity-Cookbook/tree/master/Chapter05/IoT%20Device%20Type%20Identification%20Using%20Machine%20Learning
https://www.ncbi.nlm.nih.gov/pubmed/20351889
https://doi.org/10.3390/s26082340

	Introduction 
	Materials and Methods 
	Theoretical Foundations 
	Conditional Mutual Information 
	Predictive Contribution 
	Feature-Selection Stability 

	RCMF Algorithm 
	Complexity Analysis of the RCMF Algorithm 

	Results 
	Dataset Description 
	Data Preprocessing 
	Classification Performance Evaluation of the RCMF Algorithm 
	Stability Analysis of the RCMF Algorithm 
	Correlation Analysis of Evaluation Metrics 
	Ablation Study 

	Discussion 
	Overall Performance and Ablation Summary 
	Module Interaction and Synergistic Mechanism 
	Practical Implications and Computational Analysis 
	Limitations and Future Work 

	Conclusions 
	References

